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‒ Fundamentals of privacy law in Australia and why 

compliance matters

‒ Features of the new mandatory notification scheme 

for data breaches which was recently introduced into 

the Privacy Act 1988

‒ Examples of recent data breaches 

‒ Wrap-up

Overview

Privacy law 
fundamentals
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Australian privacy law
‒ Numerous pieces of legislation form part of Australia’s privacy 

law framework

‒ Privacy Act 1988 (Cth)

‒ My Health Records Act 2012 (Cth)

‒ Others relating to telecommunications, anti-money laundering, 

Medicare and pharmaceutical benefits, etc

‒ This presentation looks only at the Privacy Act 1988, which:

‒ regulates the handling of particular kinds of information by 

Commonwealth agencies and private sector organisations

‒ is administered by the Office of the Australian Information 

Commissioner (OAICOAICOAICOAIC)

Who does the Privacy Act apply to?

‒ Commonwealth government agencies

‒ Businesses and not-for-profits with an annual 

turnover of $3 million or more

‒ Others (regardless of turnover) including health health health health 

service providersservice providersservice providersservice providers, credit reporting bodies and credit 

providers, anyone who trades in personal 

information, anyone who handles tax file numbers

What kinds of information are covered?

‘Personal information’: 

Information or an opinion about an 
identifiable individual, or an 

individual who is reasonably 
identifiable, whether the information 
or opinion is true or not, or recorded 

in a material form or not 

Sensitive information 

(subset of personal information and 

includes “health information”)

Credit reporting and credit eligibility 

information
Tax file number information
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‒ The types of information that can fall within the definition are 

unlimited

‒ Captures information about a person’s private life

‒ name, home address, email address, phone number, date of birth, 

medical records, bank account details

‒ Extends to information about a person’s work life too 

‒ work address, salary, job title, work practices

‒ Also covers commentary or opinions about a person

‒ Does not need to be true

‒ Does not need to be confidential

Personal information

‒ Personal information that is about:

‒ the health of an individual

‒ an individual’s wishes about the future provision of a health 

service

‒ a health service provided, or to be provided, to an individual

‒ Other personal information collected to provide, or in 

providing, a health service to an individual

‒ Health information is “sensitive information” under the 

Privacy Act

Health information

How does the Privacy Act work?

‒ The Act contains 13 Australian Privacy Principles (APPsAPPsAPPsAPPs) 

‒ The APPs:

‒ establish standards, rights and obligations in relation to personal 

information

‒ are structured to reflect the information life cycle – collection, use and 

disclosure, quality and security, access and correction

‒ are not prescriptive – each organisation must consider how the 

principles apply to its own situation

‒ A breach of an APP is “an interference with the privacy of an 

individual”
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Why does compliance matter?

‒ OAIC has various enforcement powers, including:

‒ handling and investigating privacy complaints

‒ initiating investigations of its own accord

‒ taking court action against APP entities where there is a serious or 

repeated interference with the privacy of one or more individuals

‒ Maximum penalties that can be ordered by a court:

‒ $1.8 million for companies

‒ $360,000 for individuals

‒ Reputational damage, loss of clients, loss of profits, and civil 

lawsuits can dwarf these penalties

The Australian Privacy 
Principles

Key APPs

APP No. Subject matter

APP 1 Open and transparent management of personal 

information

APP 3 Collection of personal and sensitive information

APP 5 Notification of the collection of personal information

APP 6 Use or disclosure of personal information

APP 8 Cross-border disclosure of personal information

APP 11 Security of personal information

APP 12 Access to personal information
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APP 1: Open and transparent 

management of personal information

‒ Outlines the general obligation to manage personal 

information in a way that is open and transparent

‒ You must:

– take reasonable steps to implement processes that will ensure 

you comply with the APPs

– have a clearly expressed and up to date privacy policy about how 

you manage personal information

– take reasonable steps to make your privacy policy available free 

of charge

APP 3: Collection of solicited personal 

information

‒ Outlines when you can collect personal information, and 

how you must collect that information

‒ Collection must be “reasonably necessary” for one or more of 

your functions or activities

‒ Where the information is sensitive information, the individual 

must consent to the collection (unless an exception applies)

‒ Information must only be collected directly from the individual 

unless it is unreasonable or impracticable to do so

APP 5: Notification of collection

‒ Outlines the matters you must notify to an individual when you 

collect their personal information

‒ These matters include:

‒ Identity and contact details

‒ The purpose(s) of the collection

‒ Any collections from third parties

‒ Consequences of non-collection

‒ Other entities, bodies or persons (or types of entities/bodies/persons) to 

which you usually disclose personal information of the kind collected

‒ How the individual can access the information

‒ Complaint handling processes

‒ Potential overseas disclosure
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APP 6: Use or disclosure

‒ Outlines how you may use and disclose personal information

‒ Personal information may only be used for a purpose for which it 

was collected (“primary purpose”) unless an exception applies

‒ Key exceptions include where the individual:

‒ has consented to a secondary use or disclosure OROROROR

‒ would reasonably expect you to use or disclose their personal information 

for the secondary purpose and the secondary purpose is relatedrelatedrelatedrelated to the 

primary purpose (must be directly related directly related directly related directly related to the primary purpose in the 

case of sensitive information)

APP 8: Cross-border disclosure

‒ Creates a framework for cross-border disclosure of 

personal information

‒ Generally:

‒ requires you to take reasonable steps to ensure that the overseas 

recipient will handle personal information in accordance with the 

APPs

‒ makes you accountable if the overseas recipient mishandles the 

information

APP 11: Security of personal information 

‒ Outlines obligations relating to the security of personal 

information you hold

‒ You must take reasonable steps to: 

‒ protect the personal information you hold from misuse, 

interference and loss, as well as unauthorised access, 

modification and disclosure

‒ destroy or de-identify personal information you no longer need
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APP 12: Access to personal information

‒ Outlines obligations relating to the provision of access to 

personal information you hold

‒ Where you hold personal information about an individual, 

you are required to give that individual access to the 

information on request

‒ Also sets out grounds on which an access request can be 

refused

The new mandatory 
notification scheme for 
data breaches

The new scheme for mandatory 

notification of data breaches

The new mandatory notification scheme came into force on The new mandatory notification scheme came into force on The new mandatory notification scheme came into force on The new mandatory notification scheme came into force on 
22 February 2018 via amendments to the Privacy Act22 February 2018 via amendments to the Privacy Act22 February 2018 via amendments to the Privacy Act22 February 2018 via amendments to the Privacy Act

Supplements existing obligations relating to information Supplements existing obligations relating to information Supplements existing obligations relating to information Supplements existing obligations relating to information 
security under APP 11security under APP 11security under APP 11security under APP 11

Replaced a voluntary notification scheme which had been Replaced a voluntary notification scheme which had been Replaced a voluntary notification scheme which had been Replaced a voluntary notification scheme which had been 
administered by the OAIC since 2008administered by the OAIC since 2008administered by the OAIC since 2008administered by the OAIC since 2008
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Trade marks

Rationale 

for change

‒ Gives individuals the 

opportunity to ‘re-secure’ 

their information

‒ Encourages businesses to 

improve their information 

security practices

Features of the new scheme

‒ Covers the kinds of information caught under the Privacy 

Act generally 

‒ personal information and sensitive information

‒ credit reporting and credit eligibility information

‒ tax file number information

‒ Requires notification to the OAIC and affected individuals 

when there is an “eligible data breach”

What events require notification?

‒ “Eligible data breaches”, that is:

‒ Any unauthorised access unauthorised access unauthorised access unauthorised access to or disclosuredisclosuredisclosuredisclosure of information 

where a reasonable person reasonable person reasonable person reasonable person would conclude that the access 

or disclosure would be likelylikelylikelylikely to result in serious harm serious harm serious harm serious harm to any 

of the individuals to whom the information relates

‒ If information is lost lost lost lost in circumstances where unauthorised unauthorised unauthorised unauthorised 

access or disclosure is likelyaccess or disclosure is likelyaccess or disclosure is likelyaccess or disclosure is likely to occur and a reasonable reasonable reasonable reasonable 

person person person person would conclude that, assuming such access or 

disclosure did occur, it would be likelylikelylikelylikely to result in serious serious serious serious 

harmharmharmharm to any of the individuals to whom the information 

relates
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‒ A data breach data breach data breach data breach covers any:

‒ unauthorised access to, or disclosure of, personal information

‒ loss of personal information where it is likely to result in 
unauthorised access or disclosure

‒ It is more than just hacks from outside your organisation

‒ Can also cover things like:

‒ employees accessing databases on your system that they are not 
entitled to see

‒ emailing personal information to an unintended recipient

‒ losing papers, computers, mobile devices which contain personal 
information

Key concepts and definitions

Key concepts and definitions (cont)
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Unauthorised 
access to or 

disclosure of, or 
loss of, personal 
information
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A reasonable 
person in the 

position of the 
entity who is 
properly 

informed
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More probable 
than not that 

serious harm 
will result from 
the breach
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rm
’

Not defined but 

the Act lists 

several factors 
to consider 
when 

determining 
whether 
serious harm is 

likely to occur

Key concepts and definitions (cont)

‒ Key factors to consider when determining whether 
serious harm is likely:

‒ the kind of information and its sensitivity

‒ whether the information is protected by any security measures (eg. 
encryption)

‒ if the information is protected by security measures, the likelihood that 
any of those measures could be overcome

‒ the kinds of persons who have obtained or could obtain the information 
(hackers, criminals)

‒ the nature of the harm that may be suffered

‒ any other relevant matters
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The nature of the harm

‒ Many kinds of harm – physical, financial, reputational, 
emotional/psychological

‒ Consider the likelihoodlikelihoodlikelihoodlikelihood that it will arise and the severityseverityseverityseverity of 
the consequences for the individual if it does arise

‒ Examples:

‒ Identity theft

‒ Theft of money from a bank account

‒ Threats to physical safety

‒ Humiliation

‒ Damage to reputation or relationships

‒ Loss of business or loss of employment

Overseas recipients of personal 

information

‒ APP 8.1 is relevant

‒ Deems organisations in Australia responsible for overseas 

recipients’ compliance with the APPs 

‒ The new notification scheme links with APP 8.1, so that 

Australian entities will be deemed responsible for data 

breaches by overseas recipients

Obligations following
a breach
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Suspected breaches

‒ If you have reasonable grounds to believe there maymaymaymay have 

been an eligible data breach, you must:

‒ carry out a reasonable and expeditious assessment about 

whether there are reasonable grounds to believe there has has has has 

beenbeenbeenbeen an eligible data breach

‒ within 30 days (maximum)

‒ If there are reasonable grounds to believe there has been has been has been has been 

an eligible data breach, the notification obligations kick in

Notification obligations (OAIC)

Prepare a statement and 
provide to 

the OAIC as soon as 
practicable

• The identity and contact details of the 
entity

• A description of the eligible data breach

• The kinds of information concerned

• Recommendations about the steps 
individuals should take in response to the 
breach

• The identity and contact details of any 
other entities involved (this is optional).

Visit www.OAIC.gov.au for a template form

Notification obligations 
(relevant individuals)

‒ Notify affected or at risk individuals directly, if 

practicable, of the contents of the OAIC statement

‒ If direct notification is not practicable:

‒ publish a copy of the statement on your website

‒ take reasonable steps to publicise the contents of the 

statement 

‒ as soon as practicable after completion of the statement 

prepared for the OAIC
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Exceptions to the notification 

obligations under the new scheme
‒ If you can take remedial action quickly enough so that the access, 

disclosure or loss is not likely to result in serious harm, the event 
will not be an eligible data breach

‒ Other exceptions:

‒ where an event is an eligible data breach several entities, only one needs to 
notify

‒ breaches involving enforcement bodies where notification may 
compromise enforcement-related activities

‒ notification would be inconsistent with secrecy laws

‒ the Commissioner makes a declaration that notification is not required 
(where it is reasonable to do so taking into account the public interest and 
other matters)

‒ notification is required under other legislation

Penalties
‒ Failure to notify an eligible data breach is an “interference with 

the privacy of an individual”

‒ Serious or repeated interferences with the privacy of an 

individual can give rise to civil penalties

‒ Maximum penalties:

‒ $1.8 million for companies

‒ $360,000 for individuals

‒ The costs of mishandling a data breach can be much more (lost 

clients, lost profits, civil lawsuits, reputational damage)

Preparation is key
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Operational considerationsOperational considerationsOperational considerationsOperational considerations

‒ Assess:

‒ Where, why, how and for how long is your organisation storing personal 

information?

‒ How robust are your security measures (physical, access, and ICT security) 

and how often are they reviewed and updated?

‒ What are your information sharing practices with your service providers 

and others?

‒ Ensure you have in place clear privacy policies and plans, and 

regular training for employees

‒ Consider cyber liability insurance

What should you do to prepare for the 

new scheme? 

What should you do to prepare for the 

new scheme? (cont)

Contractual considerationsContractual considerationsContractual considerationsContractual considerations

‒ Include appropriate protections in your agreements with third 

parties who may collect or hold personal information from you or on 

your behalf

‒ obligations to implement appropriate security measures (plus audit rights)

‒ obligations to notify and co-operate with you in the event of a suspected or 

actual breach

‒ indemnities for breach of these obligations

‒ If you are holding personal information for others, you will want to 

limit these obligations (eg. only required to notify the other party 

where there is an actual breach, not a suspected breach)

Data breach response plan

Design
Develop a framework which sets out how 
your organisation will assess, manage and 
contain a data breach

Communicate
Share the plan with your staff and make 
it easily accessible for future reference

Review
Regularly review and test the plan
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Response plan essentials

Data 

breach 

response 

plan

Clear explanation 
of what 

constitutes a data 
breach

Reporting lines if 
staff suspect a 

breach

When a breach 
should be 

escalated to the 
response team

The make-up of  
the response 

team, including 
roles and 

responsibilities 
and required 

actions

A clear 
communications 

strategy

Strategies for 
identifying any 
weaknesses in 
data handling 

which contributed 
to the breach

A system for post-
breach review of 
our response and 

your plan

Case studies

The Equifax data breach
‒ Criminals gained access to Equifax’s system by exploiting a known 

vulnerability in a commonly used web application

‒ Sensitive information belonging to over 143 million people in the US, 

plus people in the UK and Canada, was exposed

‒ Equifax knew about the vulnerability months before the hack but did 

not apply the patch

‒ It did not inform the public until over a month after it learned of the 

hack

‒ Several class action lawsuits have been filed in the US – in one 

action, the plaintiffs are seeking a multi-billion dollar damages award
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The Target (US) data breach
‒ Criminals used stolen credentials for Target’s online portal used by third 

party vendors

‒ From there, they accessed other parts of Target’s network and installed 

malware on its POS terminals

‒ Captured details of over 40 million credit and debit cards used to make 

purchases in November and December 2013

‒ Also captured sensitive personal information from a customer service 

database

‒ Target did not take any action until it was notified of the hack by the US DOJ

‒ The hack was reported in the media before Target made any public 

statements

‒ A subsequent investigation revealed numerous deficiencies in Target’s 

systems which enabled the hackers free reign within the network 

The Uber (US) data breach
‒ Hackers accessed user data stored on a third party cloud-based 

service

‒ This included the names and drivers’ licence numbers of about 

600,000 drivers in the US 

‒ They also downloaded the names, email addresses and phone 

numbers of about 57 million Uber users around the world 

‒ Uber did not notify the breach – instead, it paid the hackers 

$130,000 to delete the information

‒ The breach only became public one year later 

Summary
‒ The Privacy Act regulates how organisations collect, use, disclose, 

and manage personal informationpersonal informationpersonal informationpersonal information

‒ The cornerstone of the Privacy Act is the APPs 

‒ Australia’s new mandatory data breach notification scheme came 

into force on 22 February 2018 via amendments to the Privacy Act

‒ The new regime:

‒ supplements existing obligations in relation to information security under 

APP 11

‒ will require notification to the OAIC and affected individuals where a data 

breach is likely to result in serious likely to result in serious likely to result in serious likely to result in serious harmharmharmharm

‒ Employees must bring suspected and actual breaches to the attention of 

senior personnel so the necessary assessments and notifications can be 

made
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Questions?

Judith MillerJudith MillerJudith MillerJudith Miller

Principal & National Practice Leader – Commercial

judith.miller@wrays.com.au

+61 2 8415 6513

This presentation provides general, high-level information about privacy law and does not 

constitute legal advice. Always seek legal advice based on your specific needs and 

circumstances from a qualified lawyer in the relevant jurisdiction.

Alexandra ChubbAlexandra ChubbAlexandra ChubbAlexandra Chubb

Special Counsel – Commercial

alexandra.chubb@wrays.com.au

+61 2 8415 6507


